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Pre-Boot Authentication Login
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PASSWORD SMARTCARD

& Password «5»
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Self-enrolf Smartcard

Options

Experience unparalleled data protection with our cutting-edge solutions — CipherDriveOne is an
integral component of our unified encryption suite. Safeguard your sensitive information with ease,
efficiency, and confidence. CipherDriveOne is a pre-boot Authorization Acquistion (AA) host software
solution that manages a hardware Encryption Engine (EE). This unified encryption solution allows
government customers the ability to provide storage of classified, secret, and top-secret data in
accordance with the Commercial Solutions for Classified (CSfC) program’s hardware full disk
encryption (HWFDE) standards.
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A custom disclaimer can be displayed before or
after user authentication.

Add User

PASSWORD

o Select a Primary
Authentication  Method-
one only:

1. UsemamePassword
Recommended
2. Smart Card
Mult-Factor
Authentication, you can
add a second method in
the UPDATE after you
save this user.

(Assian Role

Four different user roles can be set up with 3 forms
of authentication: user/pass, smart card, and 2FA.

© Adrivistator Logau

® 0 Failed Attempts 29
Since Last Successful Login ~ ©

@ Latest Successful Login

10/0372025 16:50:25

Login Summary
Successful Login U
Last Login Last Attempt
Admiristrator Alen
1010312025 16:50:25 1010372023 16:50:03
Last Login Last Attempt:
Ste Jack
e 1010372023 16:48:41 e 1010372023 16:49:26
Last Login Lost Attempt:
Alen Steve
1010512025 16:47:53 1000372023 16:40:12

CipherDriveOne features a easy to use management
console for setup and administration.
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[ i - Deactivate/Uninstall PBA ]

Password: X

Logs
Disk Information
About CipherDrive.
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Settings - Ci
PASSWORD SECURITY [ SYSTEM Il Locs
Failed Logins Before Lockout 3 (1-10 per user)
Failed Logins Before Disk Erase 3 (OFF=0,1-20 entie system)
Dead Man's Switch Code O Enable @
Smart Card sign & verity ® Ensble
Recovery  Enable
Remote Help ) Enable

Steve Logout]

User and system settings are highly configurable from
one easy to use location.

Easy upgrading and exporting of configurations
for scalable deployment makes CipherDriveOne
the choice of many US and NATO customers.
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- Erase Disk

After Erase Disk you vill lose althe data on Disk

9

Disk Information

About CipherDrive.
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Login Log
Date ByUser Action
0811112025 16:07:10 Administator User login successful A
081112023 16:06:45 Alen Userlogin faled
081112025 16:06:20 Administator User logout successtul
081112025 15:5353 Administrator User login successful
00112025 15:4124 Administrator User login successful
e 0811112023 15:20:42 Adninistator User login successful
00112025 15:2016 Steve User logout successtul
08112023 15:12:18 steve User login succossful
0812023 15:1152 Administator User logout successhul
081112025 15:08:03 Administrator User login successful

Detailed logging and event data is available to
Administrators and Security Officers.

Administrative and rules-based crypto erase can
implemented to remove data instantly and
permanantely.
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Disks List
Device Name Disk Serial Number
Idevinyme0 B
Maintenance W’ o o ‘S4GSNXIKA49043A

Visual confirmation of the harddrive(s) in the

system and the one(s) that are protected by

CipherDriveOne.



CipherDriveOne meets the NSA's Commercial National Security Algorithm Suite (CNSA) suite for DAR

AES-256 FIPS PUB 197
RSA 3072 FIPS PUB 186-4
(MINIMUM)
SHA-384 FIPS PUB 180-4
UP TO TOP SECRET ----

Authentication Acquistion (AA) - Single, 2FA & MFA

% !l" 50160CT1
=5 L Hiaoen
Username / Password Smart Card Yubikey USB
CAC using PIV PIV Hashed Secret

(Stealth Version Only)

Encryption Engine (EE) - Advantech 2040 & 2020 Series SSDs  (sold separately)

o AES-256 Encryption

« TCGOPAL2.0

o Operating Temp: 0 - 70 Celsius

o Shock: 1500G, Peak /.05 ms

o Vibration: 20G, Peak / 80-2000 Hz
+ Gold plated pins -
« Layer 2 tamper proof coating Available in NVMe & SATA
e 3-year warranty

o Optional “keep your drive” for classified environments NIAP “In Evaluation” December 2023

Operation System Agnostic - CipherDriveOne Installs On Shadow Partition
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Power Off

Step 1: At power off, CipherDrive-
One locks the harddrive(s)

Soft Reboot

Step 4: A successful authentication
will unlock the harddrive(s) and the
system will soft reboot or chainboot
to the operating system.

Step 2: At pre-boot, a custom Step 3: CipherDriveOne asks for
discliamer can be displayed. authentication.

Step 5: The operating system or thin
client loads. If the system is turned off
or the harddrive(s) removed, they are
locked and data protected using AES-
256 bit encryption

CipherDriveOne
(Single Disk HWFDE)

ENGv ¥

CipherDriveOne Kryptr
(Single and Multi-disk SWFDE)

CipherDriveOne Plus CipherDriveOne Stealth
(Multi-Disk HWFDE) (Remote / UAV HWEFDE)

CipherDriveOne™ is Common Criteria certified and on the NSAs CSfC
listing for meeting the Data-at-Rest Capability Package.

KLC Group LLC
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San Jose, CA 95124
1-408-614-1414
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